Wi-Fi Troubleshooting Basics

STEP-BY-STEP SUPPORT PROCESS FOR DESKTOP SUPPORT TECHNICIANS (TIER 1 HELPDESK)

Tebogo Matseding
tmatseding@outlook.com




Table of Contents

Introduction

Identify the Wi-Fi Issue

Check Physical Connections and Router Status

Confirm Wi-Fi is Enabled on the Device

Verify the Correct Network and Password

Run Basic Network Commands

Restart the Device and Router

Check for Interference and Range Issues

Update Network Drivers and OS

Test with Another Device

Escalate the Issue or Contact ISP

Conclusion

Referencing



Introduction

Wi-Fi problems are one of the most common tickets Tier 1 helpdesk support will face. When
a user reports “l can’t connect to Wi-Fi” or “The internet is slow,” it could be caused by a
wide range of issues from something as simple as Airplane Mode being enabled, to a larger
ISP outage.

The first and most important skill at Tier 1 is asking the right questions. Before trying any
fixes, spend time understanding exactly what the user is experiencing. Questions like:

e  “When did the problem start?”
“Are other devices also affected?”
e “Do you see an error message when you try to connect?”

Asking the right questions helps narrow the issue quickly, avoids wasted troubleshooting,
and shows professionalism. This skill is valuable not only for Wi-Fi problems, but for almost
every helpdesk scenario.

Identify the Wi-Fi Issue

Start by clarifying the user’s experience:

e |s the Wi-Fi not connecting at all, or is it just slow?
e Isthe issue affecting only this device, or multiple devices?
¢ Does the device detect the Wi-Fi network but fail to connect, or is the network missing

completely?

Tier 1 tip: Good questioning often reveals whether this is a device issue, a network issue, or

even just a temporary glitch. Don’t assume always confirm the exact symptoms first.




Check Physical Connections and Router Status

Ensure the Wi-Fi router is powered on and connected to the power outlet.

e Check the router’s status lights green/blue usually indicate normal operation, while
red/blinking lights often mean an error.

e Ask if other users in the same area are experiencing issues with Wi-Fi.

Tier 1 tip: Never skip the basics. Many times, what sounds like a “technical issue” is just a
powered-off router, a tripped switch, or a local ISP outage. Always start with the simplest
checks.

Confirm Wi-Fi is Enabled on the Device

e On Windows, check the Wi-Fi icon in the system tray.
e Ensure Airplane Mode is turned off.

e On mobile devices, confirm Wi-Fi is enabled in Settings.

Tier 1 tip: This is one of the fastest fixes for users. It's common for users to accidentally

toggle Airplane Mode or disable Wi-Fi without realizing it.

Network & Internet settings

Change settings, such as making a connection metered.
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Verify the Correct Network and Password

e Make sure the device is connected to the correct SSID (network name).
¢ Re-enter the Wi-Fi password, checking for typos (Caps Lock, spaces, etc.).

o Ifissues persist, “Forget” the network and reconnect from scratch.

Tier 1 tip: Password errors are among the most common Tier 1 Wi-Fi problems. Walking the

user through re-entering the correct details often resolves the issue instantly.
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Run Basic Network Commands

Open Command Prompt on Windows:

e ipconfig /all — Verify the device has a valid IP address.
e ping 8.8.8.8 — Test if internet connectivity works (Google DNS).

e ping router_ IP (e.g., 192.168.1.1) — Test local connectivity to the router.

Tier 1 tip: These basic commands separate local issues from internet issues. If you can ping
the router but not the internet, it's usually an ISP problem. If you can’t ping the router, it's

likely a device or Wi-Fi connection issue.

C:~Documents and Settings“Administratorfping 192.168.1.1
Pinging 1?2.168.1.1 with 32 bytesz of data:

Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.1.1:
Packets: Sent = 4, Received = B, Lost = 4 (188x loss>.

C:~Documents and Settings™Administrator>g



Restart the Device and Router

¢ Restart the user’s laptop, phone, or workstation.
¢ Restart the router/modem by powering it off for 30 seconds, then back on.

e Retest Wi-Fi after both are back online.

Tier 1 tip: Restarting clears temporary glitches in both devices and routers. It may feel like an

obvious step, but it resolves a surprising number of tickets.
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Check for Interference and Range Issues

e Move the device closer to the router to rule out weak signal.

e Check for possible interference sources: microwaves, cordless phones, Bluetooth
devices.

e |f available, switch between 2.4GHz and 5GHz Wi-Fi bands.

Tier 1 tip: Many “Wi-Fi problems” are actually signal problems. Weak signals cause dropped
connections, slow speeds, and timeouts. Always consider range and interference.

Common WiFi interference




Update Network Drivers and OS

¢ In Windows, go to Device Manager — Network Adapters and update the Wi-Fi driver.
e Ensure the operating system is up to date.
e Outdated drivers can cause frequent drops or failure to detect networks.

Tier 1 tip: Driver updates are often overlooked but can prevent repeat issues. Always confirm
drivers are current before escalating.
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Test with Another Device

e Try connecting a second device (phone, tablet, or another laptop) to the same Wi-Fi.
e [f another device connects fine, the issue is with the user’s device.
e If no device connects, the issue is with the router or ISP.

Tier 1 tip: This step quickly tells you whether the issue is device-specific or network-wide. It's
a key decision point in troubleshooting.




Escalate the Issue or Contact ISP

If none of the steps solve the problem:

¢ Document what you tried (questions asked, commands run, errors seen).

e Escalate to Tier 2 support if the problem appears device-related and advanced
troubleshooting is needed.

e Ifit looks like an ISP outage, advise the user to contact their provider.

Tier 1 tip: Your role is to eliminate common problems. Clear documentation makes the
escalation process smoother and faster for both IT teams and the end user.

Conclusion

Wi-Fi issues can be frustrating for users, but with a structured process, most problems can
be resolved at Tier 1 without escalation. By asking the right questions, starting with the
basics, and using simple tools like ping tests, technicians can solve the majority of cases
quickly. This guide is designed to help new technicians build confidence while delivering
reliable support to end users.
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