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Introduction

This project walks through the process of setting up a static portfolio website using Amazon S3,
Route 53, ACM (Amazon Certificate Manager), and CloudFront. The goal is to host a secure
website with SSL certificates, custom domain integration, and proper routing through AWS
services.

Console Page
We start by signing in to the § macenty vised
AWS Management Console.
This is the main dashboard
where all AWS services are
accessed. Every step of the
project begins here.

Console Home .1

Create S3 Bucket

In S3, we create a bucket Amazon S3

that will store our website Store{and retm‘a;e any amount of
files. An S3 bucket acts like ?at.? rom enyner

a cloud folder for hosting
static content.

How it works

Name S3 Bucket

The bucket name must
exactly match your domain
name (e.g.,
tebogomtech.co.za). This
makes integration with
Route 53 and CloudFront
easier later.

Disable Block Public

Access

By default, S3 blocks public
access. Since our site
needs to be publicly
accessible, we disable this
setting for the bucket.

Edit Block public access (bucket settings) ..«

S3 Bucket Policy

We apply a bucket policy
that explicitly allows public
read access to the files.
This ensures that visitors
can load images, HTML, o
CSS, and JavaScript. i




Upload Website

» ThisPC » Documents » Nicepage Templstes » Sitel

Files

Next, we upload the actual jjjf
website files (HTML, CSS, . ol
JS, images) into the bucket. 0 o
These files form the I

structure and design of the
portfolio.

Upload Complete

Once the upload is done, R ot s s e i
we verify that all required Files and folders (93 tot2l, 207 1)

files are present in the
bucket. At this stage, the

| Folder @ | Tyme v | sz v

files exist in AWS but aren’t e - e
yet accessible via the e et
. productsf text/html 23.1KB
I nte rnet. intlTelinput/ text/css 319.5K8

intlTelinput/ ‘text/javasaript 288KB

Static website hosting

© y
Deploy s fas, secare, ikl with A Amlity Hastivn (3 oe View ycur exitioa Awsliy

H O SU n g o

(On S3 Bucket)

We enable static website
hosting in S3 and specify
the index.html as the entry
point. This allows the bucket
to serve files like a website.

ruste Amplty spo 2

Navigate to Route

5 3 Amazon Route 53 Get started with Route 53

A reliable way to route users to oot by o, g NS
To connect the domain to internet applications T
our S3 bucket, we move to SR s
Route 53, AWS’s DNS

management service. How it works

- Get started

cing (3

More resources [

C reate neW hosted Create hnste;z;ne o

Z0ne

We create a hosted zone for | s
our domain (e.g., '
tebogomtech.co.za). This
zone will store DNS records e
that route traffic to AWS : e
resources.

~aptional




Create a record for
your Alias

(where an endpoint directs

traffic to the S3 Bucket)

We add an Alias Record
pointing the domain name to
the S3 bucket endpoint.
This ensures that typing
your domain name directs
traffic to your hosted site.

* Record 1

Navigate to
Amazon Certificate
Manager (ACM)

To secure the site with
HTTPS, we need an SSL
certificate. We open ACM,
which manages SSL/TLS
certificates in AWS.

¢ ertificate Manager
Easily provision, manage,
deploy, and renew SSL/TLS
certificates

New ACM managed certificate

Pricing (US)

Request a public

certificate

We request a new certificate
and select “public” since this
website is accessible on the
internet.

Fully qualified

domain name

We enter the full domain
name (e.g.,
tebogomtech.co.za) and any
subdomains (like
www.tebogomtech.co.za) if
required.

Request public certificate

Domain names
avide e or more dom

Fuly quatified do . hte
[ cobogamtchcaz] J

Validate Certificate

ACM requires domain
ownership verification. AWS
provides a CNAME record
that must be added to Route
53.

Les 3 4c02BB2-¢789-decd-Be7S-c97044011248

42042887 6789 4cc0-BeTS 97244011248 @ Pning validation e
AWS Certificate < b

Manager (ACM)

Domains (1)

te 5! Exportto CSV &

1

Domain | stotus CUAME name

| Tvpe

L=}
tebogomtech .7 @ Pending valicatio - CNaME 61cFteb:

Details




Verify CNAME was

created in Route 53

We return to Route 53 and
confirm that the CNAME
record has been added.
This proves ownership of
the domain to ACM.

o=

Route 53

SSL Issued

After validation, ACM issues
the SSL certificate. This is
what allows the website to
be served over HTTPS.

AWS Certificate
Manager (ACM)

Navigate to
CloudFront

Next, we move to
CloudFront, AWS’s CDN
(Content Delivery Network),
to distribute the website
globally with low latency.

Amazon CloudFront
Securely deliver content with low -
latency and high transfer speeds n

DNSSECsigning  Hosted zone tar g5 {0)

Records (5) e

S 3 ACOIZBIZ-6789-4cc0-BeT5-cITAAON 208

— S =

Certificate status

Identifier Stotus

20012882 £789-4640-BCT5<97a401 208 @ssueg
arn

15 am: 22615215955 certificate/dc0f 2682

79 a0

Type

R——

Domin Status Renewal status ™ | cNAME name

Get started with CloudFront

d, relisbi

for

Ereste a CloudFront distribution

AWS Free Tier

178 of data transfer cut

Benefits and features

Reduce latency

Create CloudFront
Distribution

We create a new
distribution, which acts as a
content delivery layer in
front of our S3 bucket.

Specify Origin

Here, we specify the S3
bucket as the origin source
for the CloudFront
distribution. This ensures
CloudFront knows where to
pull website files from.

10,000,000 HTTP ur HTTPS requests.

Improve security 2,000,000 Clouckror

Get started

Comnect your websites, anps. fles, video strears, and othes cantent Lo CloudFront. We aptinize the performance. elisblity, and security for your web

Distribution options .
Distribation name.
tevogomtech.coza

Description - optianal

Origin type

ront works with AWS-based origins and origins hosted on ather doud

APl Gatenay
o Delier APY encpaints for REST APl haste

origin

53 origin




Get TLS certificate

We attach the SSL
certificate from ACM to the
CloudFront distribution. This
enables HTTPS for secure
traffic.

Edit Record in

Route 53

We go back to Route 53
and edit the DNS records to
point the domain to the
CloudFront distribution
instead of the S3 endpoint.

Route 53

Dashboard
Hasted zanes
Heslth checks

Profiles wes

» 1P-based reuting

Route Traffic to
CloudFront
Distribution

Once updated, all traffic to
the domain will be routed
through CloudFront,
ensuring faster loading
speeds and encrypted
connections.

Route 53

Dashbeard

¥ 1P-based routing

R collection

~ Traffic flow
Trafic plicie
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Certificate details
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Covered domains
tebogomtach co.za

(s)  DNSSECsigning  Hosted zome tags (0)

tebogomtech <023

Records (5) ~ DNSSECsigning  Husted zene tags {0)

Records (1/5) o
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[u e R Siopie
£
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oot SOA Smole . o

. ° awscom
i
© feord.. v | Type v | Roun.. v | Oifer. v | At b
tshogomt.. A — s e
[u - " T iseconds)
tebogamt... N T— . o Aouting poliey
sl
tebocomt.. 504 simole - Mo
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Website is up &

Secure

At this stage, the website is
fully functional, served
through CloudFront, and
secured with SSL
certificates. Visitors can now
access it using
https://yourdomain.com.

Tebogo Matseding

About Me

Im currently studying Cloud Computing al Eduvos, building the skills to work
across systems, networks, and cloud platforms. My learning isn' just in the
classroom I've already tackled hands-on projects like deploying secure Linux
servers, configuring Windows Server entirely through the command line,
securing headless MySQL setups, and designing network topologies with
built-in security measures

This year, I'm preparing for my CompTIA A+, Networks, and Security+
certifications. while continuing to grow in areas like virtualization, cloud
administration, and automation. | enjoy working on projects where | can solve
problems in practical, security-focused ways and then document the process
soil's clear and repeatable

For me, technology isn't just about getting things to work — it's about
understanding why it works and making sure it works securely.

Link to my portfolio: tebogomtech.co.za



https://tebogomtech.co.za/

Project lllustration

A simple diagram is created to show how all the components (S3 - Route 53 - ACM - CloudFront - User) connect together.

Domain Registrar
(GoDaddy)

DMNS Management
(Amazon Route 53)

@ GoDaddy

AWS Certificate Manager
[ACM)
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Internet

End Users {(Internet Clients)

+ \isitors access hittps://tebogomtech.co.za.

+ Route 53 resolves the domain — CloudFront — 53 bucket content.

« Contentis delivered securely over HTTPS.

Domain Registrar (GoDaddy)

« Domain tebogomtech.co.za is registered here.
« Nameservers updated to use Route 53.

—

Static Website Hosting
(Amazon S3)

DNS Management (Amazon Route 53)

+« Hosted zone created for
tebogomtech.co.za.

« DNS records (AJAAAA alias) point
the domain to the CloudFront distribution.

Content Delivery & Security (Amazon CloudFront)

« CloudFront distribution sits in front of the 53 bucket.

« Provides caching, global performance, and HTTPS
delivery.

« Integrated with AWS Certificate Manager (ACM)
for TLS/SSL certificate.

A 4
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Internet Admin

Admin

The persen responsible for managing the
website sefup. Uploads content to the 53
bucket, configures CloudFront and Route 53,
manages TLS certificates, and ensures the site
runs smoothly.

Static Website Hosting (Amazon 53)

+« Primary bucket tebogomtech.co.za.

+ Stores and serves static website files
(HTML, CSS, JS, media).

« Configured as the origin for CloudFront.



Next Steps & Enhancements

Now that the static website is live and secured, there are several ways to refine and strengthen the
setup:

Domain Redirection

Create an additional S3 bucket to handle domain redirects (e.g., redirect www.domain.com —
domain.com). This ensures visitors always land on the correct version of your site.

Monitoring & Logging

Turn on access logs in CloudFront and S3 to track visitor activity and troubleshoot errors. Integrate
with AWS CloudWatch for monitoring and alerting.

Security Hardening

Add AWS WAF (Web Application Firewall) to the CloudFront distribution to filter malicious requests.
Enable AWS Shield (standard is free) for protection against DDoS attacks.

Custom Error Pages

Add user-friendly error pages (404, 500, etc.) in S3 for a polished experience when something goes
wrong.

Scalability & Expansion

Extend the setup to host multiple sites or subdomains under the same CloudFront distribution. This
can be useful if you plan to add a blog, documentation site, or client projects.



