Virtual Network Setup and
Security Assessment Using Kali
Linux and Metasploitable 2

Configuring Virtual Machines, Performing Network
Reconnaissance, and Identifying Vulnerabilities

This project involves creating a virtual lab with Kali
Linux and Metasploitable 2. Tasks include configuring
network settings, scanning the subnet to identify
connected devices and open ports, performing
banner grabs, and outlining key factors attackers use
to compromise security. Screenshots document each
step.
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Introduction

In this project, we use two virtual machines:

- Kali Linux (VM2) as the attacker machine.

- Metasploitable 2 (VM1) as the target machine.

We will configure these two machines, to explore how attackers gather information about targets during the
reconnaissance phase, and use penetration testing tools like Nmap and Metasploit

Question 1.1
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Here, we set up the VM1 and give it the name | #55
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I downloaded Metasploitable 2 as a virtual hard
disk we will be selecting it as our hard disk
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VM1 Network Configs (Host-Only

Adapter) o
We use Host-Only Networking, which will o
isolate our virtual machines from the internet
but will allow for them to communicate with
each other and the host PC. This ensures
testing is secure.




VM1 Installation Complete
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VM2 Hard Disk Configs

We will allocate 50 GBs of Hard Disk storage
for our Kali Linux VM
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VM2 Network Configs (Host-Only

Adapter)

We use Host-Only Networking, which will
isolate our virtual machines from the internet
but will allow for them to communicate with
each other and the host PC. This ensures
testing is secure.
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VM2 Installing Kali Linux

VM2 Installation Complete

VM2 Changing IP Address

We assign a static IP address to Kali Linux,
so that our machines are in one network
and it is easier to identify them with their
IP Address.

VM2 IP Address Changed (Static)




VM1 Changing IP Address

We assign a static IP address to our
Metasploitable 2, so that our machines are in
one network and it is easier to identify them
with their IP Address.
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VM1 IP Address Changed (Static)

Changing Host Machine IP Address

We assign a static IP address to our Host
machnie, so that our machines are in one
network and it is easier to identify them with
their IP Address.

Edit IP settings

Tebo Network & intet ...

Host Machine IP Address Changed

Network & internet »

Advanced network settings > View additional properties

Enabling my postgresgl on Kali Linux

PostgreSQL is a database Metasploit uses to
store scan data and results. We need to start
this service so Metasploit can save discovered
hosts and vulnerabilities.

Question 1.2a




Using ipcalc on Kali Linux

ipcalc is used to calculate and display subnet
details like network range, broadcast address,
and usable hosts. This helps define the scope
of our scans.

Question 1.2b

Host Discovery using nmap -sn

We run “nmap -sn”, which performs a ping
sweep.

Purpose: To identify which machines are alive
on the network without scanning ports.

Benefit: Saves time by focusing only on live
hosts.

o

Port Scanning using nmap -sS

We use 'nmap -sS' (SYN scan) to detect open
ports on live hosts.

How it works: Sends SYN packets to see which
ports respond as open.

Benefit: It's stealthier than full scans and gives
a quick overview of accessible services.

Port Scanning using nmap -sS

OS Detection using nmap -O

We run 'nmap -O' to identify the operating
system of the target.

Benefit: Knowing the OS helps attackers tailor
their exploits.

OS Detection using nmap -O




Service & Version Detection using

nmap -sV
We use 'nmap -sV' to determine what services
are running and their versions.

Benefit: Helps pinpoint outdated or vulnerable
software versions.

Service & Version Detection using
nmap -sV

Scan for vulnerabilities using nmap

---script vuln

We use Nmap’s built-in vulnerability scripts to
find known weaknesses automatically.

Benefit: Quickly flags issues like outdated FTP
servers, SQL injection points, or weak
passwords.

Scan for vulnerabilities using nmap
---script vuln

Opening Metasploit
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Using the exploit
vsftpd_234_backdoor on

Metasploitable 2

We exploit a vulnerable FTP service
(vsftpd 2.3.4) using Metasploit. This shows
how attackers gain unauthorized access
when weaknesses are left unpatched.

Educational Purpose: Demonstrates the
importance of updating software and
closing unused services.




Question 1.3
What are at least three important factors that an attacker can use to compromise security?

According to Alissa Irei, “Security incidents are events that put the confidentiality, integrity or
availability of an organization's systems or data at risk. A security incident may or may not result in
compromised data, depending on whether measures in place to protect the digital environment
succeed or fail.”

External/removable media

Attackers can use flash drives or other peripheral devices to execute an attack or steal data from
inside the organization. This type of attack can bypass traditional network security measures like
firewalls, intrusion detection systems (IDS), or intrusion prevention systems (IPS), making it especially
dangerous.

Man-In-The-Middle Attack

This type of attack can be described as eavesdropping. It involves an attacker secretly intercepting or
monitoring communication between two or more hosts on a network. The attacker can then steal
sensitive information like login credentials, credit card details, or internal communications all without
the users knowing.

Malware

Malware is one of the oldest and most common types of cyberattacks. It typically involves tricking
users into installing harmful software on their devices through emails or malicious websites. Once
installed, malware can take full control of a system, monitor user activity, steal information, and
attempt to spread to other computers on the network.



